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Abstract

The Department of Rural Roads have been using some old network equipment and
security devices for more than five years and are beginning to deteriorate and crash often.
And now the current standard speed of network devices has been changed to 10 Gbps
speeds, so as to improve the performance of network and security equipment, and to
provide excellent service and quality. The department needs to change or improve
equipment to be appropriate to the needs and the need to use on the current
circumstance. The increasing use of information technology, Risk of being attacked by
someone or unwanted software increased as well. In addition, the normal operation of
a worker in an organization may have unwittingly threatened the network. Such as opening
an infected e-mail may cause the network to slow down or prevent the risk of being

attacked, it is necessary to protect the system secure. To work continuously stable.

Information technology Threat are increasing all the time. The threat protection
devices require the modernization present. It has to be modified and used for aging and to
enhance their ability to protect system and data. The implementation of this project will

result follows.

1.) A system for detecting and blocking suspicious access to websites and web

applications.
2.) A system for data protection compliant to standards.
3.) Web applications functionality to provide users with stability and high availability.
4.) A management system which are relatively easy to maintain and monitor safety.

This project will also acquire a Web Application Firewall and Intrusion Prevention

Devices to protect information which is considered an important asset from the onslaught of



malware, DoS attacks and other threats from entering the network by HTTP / HTTPS
protocol. The device can learn the behavior of normal use or threat automatically and

continuously check and prevent unauthorized access to the system.

Furthermore, the database firewall acquired by the project has the same importance.
Although the site has been protected but the development of web applications are subject
error causes vulnerability to attack. Including the ability to access a database of people in
the organization. Operational errors could lead to damage to the database. Database
intrusion prevention devices are able to detect changes in the structure of the database.

Analysis of access to the database and alerts.



