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Abstract

Authentication or Identity verification system is the core basic security of the
information technology system. The system is compliant with the information security
standard. Whether the level of infrastructure such as networking, wired and wireless or the
level of application and data. An organization and its users within the organization have the
right and responsibility of using any provided information technology based on its own
policies and the national laws of the various editions such as Computer-Related Crime Act
B.E.2550 (2007), Electronic Transaction Act B.E. 2544 (2001), etc. User authentication and
their usage logs including traffic log are indicated and enforced in those Laws.

User management and user identity verification are parts of the agreement,
as defined in standard I1SO / IEC 27001, which is the foundation for the preparation of a
public key infrastructure (PKI) to support electronic signature (Digital Signature) and Digital
certificate or CA (certificate Authority), developing or producing such systems are complex.
and involved with internal and external agencies and take some times to improve.
The widespread use of mobile devices, which are cheaper and more powerful than ever,
make these devices increasing in popularity as well. The trend of electronic transactions
through such devices are common in everyday life. This gives organizations the new
challenges in the management of mobile devices within their organizations. An active policy
of security of the organization, Reduce risk and vulnerability to new threats. As well as the
dissemination of knowledge for people in the organization, which are very few. It should be
the duty of the organization to support and promote education, making better
understanding as trained administrator. Training in the use of mobile devices with safety

standards and corporate policies. The training of basic knowledge of PKI, Digital Certificate



and Digital Signature. Training from Fundamentals to encrypt and decrypt data. These are
the basic knowledge of PKI and CA's next and so on.

For the mentioned reasons, Information Technology and Telecommunication Center,
Department of Rural Roads recognizes the importance of improving identity verification
system, known as the Directory Service to the department's existing standards and
consistency support for the law and government policy related. It has taken the organization
to hire a consultant, Thammasat University Research and Consultancy Institute (TURAQC), to
develop the authentication management system and the guidelines for the various sub-
systems, which scope can be described as the following

1. Improving the Directory Service System to be efficient enough to serve as a central
hub to verify the identity from the various systems within the organization.

2. To develop a prototype system to link enterprise applications with the ID Card
information from the Population Registration Database.

3. Preparing the software to be used to link the authentication system of the mobile
devices, to be able to manage mobile devices in the enterprise, effectively and in
compliance with security standards.

4. Start the development of the public key infrastructure (PKI) completely devoted
to electronic transactions.

5. Training of personnel



